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Abstract

Embedded system development is moving away from single-task/user applications running on dedi-
cated target platforms towards a reduced general purpose OS running on PC-like hardware. This move is
well represented by Linux based embedded projects and specialized minimum GNU/Linux distributions.
As a sample system and a basis for development of hard-real time embedded systems MiniRTL was devel-
oped at the University of Vienna and at FSMLabs New Mexico. A system that is designed around three
major tenets: bootable off a 1.44MB media (currently simply a floppy), hard-real time capabilities, based
on FSMLabs’ current RTLinux development, maximum compatibility to a ”standard” desktop develop-
ment system running an up-to-date kernel. In this paper strategies to reach these goals will be described
and the successful implementation in a running system, MiniRTL, shown.

1 Introduction

System software used in embedded systems covers a
range spreading from micro-kernels starting at a size
of 40 KB up to full-wedged operating systems such
as Linux with a run time kernel in MB range. In
this paper we are concerned with the high end of the
embedded systems domain. More precisely, we deal
here with embedded systems based on GNU/Linux,
referred to as Linux embedded user system, which
try to provide an as close to complete user environ-
ment on the embedded system as possible.

Expressing the size of such systems in terms of mem-
ory is hard. They start somewhere in the range of 2
MB disk and 2 MB RAM requirements for a 1.0.9-
ELF kernel (Linux lite) and 2 MB disk with 4 MB
RAM for 2.0.x or 2.2.x kernels. If these systems are
to do more than the absolute minimum, however,
then a 4 MB disk and 4 MB RAM mark the bot-
tom line at which such a system can be identified as
Linux embedded user system. In particular, these
systems are appropriate for mobile units, a small se-
ries of special devices or systems that need extensive
maintenance and remote monitoring.

Traditionally, system software for embedded systems
has been developed independently of general purpose
operating systems. So why take mainstream Linux as

a basis and drop it to an embedded system? The an-
swer is actually quite simple: GNU/Linux is a stable
desktop system which provides a complete set of de-
velopment tools. Thus, it makes life very much easier
as it offers the possibility of doing development, de-
bugging, optimizing and testing on the desktop sys-
tem, dropping the results to the embedded platform
then. There is no need for any special development
environments and no need for proprietary ”tools”.
The decision to implement the current kernels, al-
though they are quite large, is based upon:

e The kernel’s features, especially in the net-
working and hardware support area.

e It is hard, if not impossible, to maintain an
independent kernel development track without
tremendous manpower behind it.

e The availability of well-documented open
source kernel eases development for embedded
systems greatly

Sticking with the mainstream kernel makes it easy
to ensure compatibility with the standard desktop
GNU/Linux system. Real time Linux development
is also tightly coupled to the current kernel develop-
ment in many essential aspects. Notably, full SMP
support requires current RTLinux kernel/patches,



and support for flash-disk and disk-on-chip are just
emerging in 2.4.0, although it might not always be
necessary to have the newest version, for a particular
application.

RTLinux for embedded platforms is in general in-
tended for high-end projects and for projects that
want to utilize the advantage of using commodity-
component P s. Even if a midi-tower equipped with
an”old”i /i4 is not recognized as an embedded
system by most people, from a functional standpoint
this is often a very interesting alternative for low-cost
and prototyping systems.

F tur o MiniRTL

MiniRTL was originally based on the Linux router
project. Naturally, it is a little archaic and you
should not expect GNU/emacs as the system default
editor. The main features available on this mini-
mum system are not really specific to this system but
rather simply the standard GNU /Linux features. e
list them here because these capabilities might not
have been taken into account when considering em-
bedded system design:

e FSMLabs hard real-time Linux kernel 2.2.14
RTLinux 2. .

e glibc-2.0. (at time of writing 2.1. is at work).

e Full support of the x  chips from upward.

e SMP capable (if you really need power).

e Low latency on disk access and high disk band-
width with RAM-disk usage.

e Support for most standard P hardware (em-
bedded commodity components P ).

e Full network support (inetd, SS ,
NS, NFS, dial-in connectivity).

TTP,

e Shell (ash) access at the console and via the
network, via telnet (for those who like insecure
connections...)

e Secure access via SS /S P (...for those who
don’t).

e apable of off-site logging via syslog, for error
diagnostics and accounting.

e mini httpd with full cgi-bin support for simple
monitoring.

e No specialized software required for developing
your own projects.

e Source availability easing development of your
own concepts.

e Modular structure, eases adding your own
package as a tar.gz archive.

e No specialist required for administration, it
"standard” GNU/Linux.

ou might not need all this, and you might be miss-
ing something, but Mini-RTL should give you a good
idea of what can be squeezed onto 1.44 MB  onsid-
ering this, a 2 MB flash-disk based system gives you
lots of space to play with.

D i nin Mini u S
t

Minimizing disk usage in a RAM-disk based system
is performance-critical. Most embedded systems are
low-memory systems, at least by desktop standards.
A 2.2.14 kernel will boot and run in 4 MB, but there
is little room for applications in this setup. Linux
is quite sensitive to low-RAM setups. e might be
exaggerating a little by stating that doubling RAM
on low memory systems will increase overall perfor-
mance just as much as doubling PU speed.

A RAM-disk resides in buffer cache, so increasing
disk usage will reduce available memory. This im-
plies that we should review strategies for optimizing
performance, and also makes clear why dynamic disk
usage during boot-up is not really a critical point (as
long as you never try to exceed available total ram,
which can happen if you try to put the entire system
into a single archive file). So, there is little necessity
to reduce the image size of the booting system, as
only run-time size is relevant.

e uce hes se sie

esigning the system requires the most time, because
it is hard to tell what one can drop and what one re-
ally needs in a minimum system. Fortunately, there
are some measures that can be taken to reduce sys-
tem size, as discussed in the following.

Linux is very redundant when it comes to executa-
bles: you can do the job of displaying a file on the
console with cat, tail, more, less, grep and even dd.
So finding the redundant executables and defining
the scope really required is the first step. Some ques-
tions to ask here are:



e hat do we really need to do on-site?  hat
can I move off-site?

e o we need all options available with Is, tar
and so on? (e.g. ls of bussybox)

e an we substitute some executables by simple
shell-scripts? (e.g. /bin/grep on MiniRTL)

e an we substitute system-services such as tftp
for ftp?

e hat do we need only at boot-up? (network
modules , boot-media support)

e hat can be added at runtime, either by up-
loading or by mounting it? (most admin tools)

ne point here is probably unique to minimum sys-
tems, and so deserves a little more detail: A normal
system has its executables in place, and these will
be used at the next system boot. Embedded sys-
tems that run in RAM-disk are running off a decom-
pressed image copy, so they don’t need to preserve
files if they are not required for the system’s opera-
tion. They can simply be removed. andidates for
removal are:
The kernel image file  nce it’s loaded, we don’t need
it. Initialization scripts. Modules that we will not
need to reload until a system reboot. Executables
that only do initialization (sshd key generation).

Many executables/modules may reside on the file
system in compressed form, because they will only
be needed for specific purposes during maintenance.
It is essential, though, to make sure that these com-
pressed executables are not called from scripts with-
out decompressing them first. This sounds obvious,
but the dependencies in even a 2MB system can be
quite complex. It is in general not a trivial task to
ensure this. andidates for this are all executables
that will only be used by administrative personnel
and not called by scripts (after boot up that is),
such as editor(s), maintenance programs (such as if-
config, ping, rmmod) and file utilities (such as ctar,
ae).

All these measures can reduce system runtime size
by 0 to 40 percent without any black magic. A 40

percent file-system size reduction means a substan-
tial increase in RAM available at run-time.

e uceru 1i esies

The above size reduction was achieved by using com-
pression, which is is limited to the file system size of
executables. The run time size is not affected in the
same manner, so the next step, naturally, is to reduce
run time size as well. This does not always correlate
with a reduction in file system size

There are lots of provisions made in the regular
Linux kernel that assume operation as a full multi-
user multi-tasking system, with no real limits to the
number of processes and users. As a consequence,
the more resources are allocated than a minimal sys-
tem needs. As a first step, therefore, optimization
of the Linux kernel for minimum systems consists of
no more than throwing out some of these resources
(pty’s, tty’s, hd and lots of hooks in /dev).

Real optimization, in the sense of modifying kernel
behavior to better use specific resources, is not in-
tended (and probably not that easy either). It’s also
counterproductive, due to the fact that there is a
new Linux kernel out there every few weeks. Re-
moving resources is simple and requires no real ker-
nel hacking. Starting points may be found in in-
clude/linux/ .h. Be careful with the limits defined
there, though, for not all may be reduced without
side-effects. If you modify any define statement,
you will need to grep through the kernel tree to find
if it is referenced anywhere else, and thus create side-
effects if modified.

As an example, there will rarely be a need for
console devices on an embedded system, so the max-
imum number of consoles in include/linux/tty.h can
be reduced to (giving you four consoles).  ther
good candidates are device files. ou will not need
to access all hda to hdh ,asitisdi cult to imagine
an embedded system running with eight I E devices
hooked up.

A significant drawback to compile-time modifications
is that you will have to dig around in the kernel
source every time a new kernel comes out. This
means that you will have a job to do every few
weeks if you want to keep up with the current ker-
nel. Putting minimization flags in the config process
would be a nice solution, but I doubt that it will find
its way into the main stream kernel.



Many executables that you use on a day-to-day basis
on your desktop system have many options that you
will rarely need and could either spare completely or
substitute with a generic command. Going through
the executables you designated for your minimum
system and stripping out options, error messages and
built-in help is an easy way of reducing such files.
Also, consider compile-time options, as they also in-
fluence size. n desktop systems this isn’t a big deal,
so often the Makefiles will provide the safest options,
not the most e cient with respect to size. As a gen-
eral way to reduce size, don’t include the default libs,
but explicitly include the libs you need. To do so, use
the -nostdlib and -nostartfiles flags with gcc, and in-
clude libc with -lc explicitly along with any other libs
your app needs.

henever programs on a minimum system produce
data, you might consider outputting it in a com-
pressed format from the beginning. This will not
only save scarce disk-space, downloading to a server
or pushing data over an NFS-mount can also be sub-
stantially improved if a compressed format is used.
Alternatively, data files and log-files may be com-
pressed periodically by a simple cronjob, especially
for local log-files on embedded systems where in
many cases only recent events will be relevant.

An interesting concept to pack lots of functionality
on a minimum system is the so-called busybox con-
cept. It is a monolithic collection of base functions
in a single executable with function selection by the
name of the calling process. This is handled by sym-
bolically linking functions names to the busybox ex-
ecutable.

The advantage is that there is little overhead in the
executable for argument handling and the like, since
there is only one parser for all linked executables.
Also in the busybox, functionality is reduced to a
minimum, which comes at a price: some standard
functions behave a little differently than one might
expect, with some options missing and others re-
duced in scope. Adding functions to the busybox
is quite simple, but it requires recompiling the entire
suite and modifications to the system initialization
to set up the required links appropriately.

First, let us look at the file size of the busybox (0.2 )
when compared to the sum of the sizes of the cor-

responding standard Linux tools. The busybox oc-
cupies KB, whereas the sum of the Linux tools
occupies 0 KB. Even the stripped Linux tools still
require 92KB (egcs-2.91. | glibc 2.0. ).

This comparison might not seem fair, since many op-
tions available in the standard tools are not available
in the busybox, but the essence is that you can pack
lots of functionality into a tiny executable, if reduced
to the minimum needs of administration. The real
challenge is deciding precisely what is needed and
what can be removed. ith all the dependencies
within an S like Linux (and the use of shell-scripts
for many jobs), this is not easily decided. This leads
us back to one of the motivations for such a minimum
system: reduced system complexity, which eases un-
derstanding of such dependencies.

The second comparison is the hello world program
in  compiled with gce (eges-2.91. ) as an ELF-
executable and the size difference of a hello world
function added to busybox called via a link named
hello. The ELF-executable comes in at KB raw
and KB stripped. The increase in size of the busy-
box, however, is a nominal 1 1 bytes.

This shows how e ciently the overhead reduction is
achieved by having one main routine and calling ev-
erything else as a function, via the name of which
busybox is called.

1 raries

Some of the library problems were mentioned above,
glibc is a very large and powerful library, but for
minimum systems it’s a problem since it is very re-
source consuming. Nevertheless we stick with glibc,
because reducing its size is not only complicated (you
must figure out all function calls that are unused and
remove them), but also because it poses a compati-
bility problem. If you try to optimize by modifying
libraries, you lose compatibility with your desktop
system. At the same time, it means maintaining
a private version of the lib, and you don’t want to
maintain your own libc track

Stripped libraries are dramatically smaller, and since
debugging can comfortably be done on the desktop-
system, there is no need to include debug symbols
on MiniRTL. The same holds for executables that
can be stripped, thereby massively reducing size. To
reduce the number of required libraries, it is best to
define a set of libraries for the minimum system and
then strictly build on those. This is not such a big
problem, due to the vast amount of software/sources
on the Internet, it is quite easy to find editors, script-
ing languages and the like that will not need any
special libraries. Naturally, the system will have a
little bit of an archaic touch, but that’s ok you're
not expected to work full time with ash and ae as



your shell and editor. For administrative jobs, you
can get used to it.

for glibc-2.0. pre assuming network support is

ra e

The optimization strategies presented here are only
applicable in very special situations and might seem
a little weird at first glance. et consider that many
embedded systems run for months without any hu-
man intervention. For these systems, optimization
strategies that are repaid by an increase in adminis-
trative complexity might be acceptable.

The modular structure of the Linux kernel permits
optimization of run time size. Modules for network-
support may be loaded, enabling the embedded sys-
tem to drop log/data-files to a central server system,
and then be removed from the kernel until needed
again. The same holds for file system support. The
size reduction may be performance-relevant on low-
memory systems.

A further kernel optimization may result from reduc-
ing allocated resources, either by kernel parameters
at boot-up or by reducing resources in the kernel
source. This does not really require kernel hacking,
merely going through kernel source files and strip-
ping down resources that you will not need for em-
bedded systems (e.g., by setting the maximum num-
ber of I E devices to 2 instead of , reducing number
of consoles to 4 and so on). These modifications can
be done without going very deep into the kernel and
are not too hard to apply again when a new kernel
comes out. This stripping of resources will not sub-
stantially reduce the compressed kernel image but it
will reduce the run time kernel memory trace.

Many kernel resources can be tuned on your desktop
system via the sysctl interface operating via /proc.
By tuning system settings on the full system you can
find an optimized setting for your kernel. n a min-
imum system sysctl would be a real waste since it
is very large, so the optimized values for free pages
page-cache etc. must be set in the kernel source
and the kernel recompiled. This is not as bad as
it sounds, since optimization is rarely so application-
specific that it would change within a running sys-
tem.

Many file systems are designed for very big systems.
Embedded systems rarely need a directory depth of
1024 directories or maximum filename length of 1 00
characters. Memory can be saved if the correct file
systems are used with the appropriate options (com-
pare msdos/minixfs/ext2fs/reiserfs...). Many file-
systems have options to reduce the number of inodes
provided or reduce filename length but keep in mind
that every restriction on the file system (S

filename length or mkfs.minix -nl4 giving you 14-
character maximum filename length) is paid for by
having to be careful of file conversions when moving
files around (notably, msdos-fs is a real limitation),
this easily can lead to hard-to-detect side-effects.

Not all executables may be necessarily resident on
the system. ou can have administrative tools like
an editor or some additional kernel modules only re-
quired for administration on the remote site and sim-
ply upload them on demand, removing them when
the tasks have completed. This is performance-
critical since, as noted above, the file system resides
in buffer cache. Alternatively, you can have modules
with nfs support on the embedded system, which can
temporarily increase disk space availability tremen-
dously. ou can even swap via nfs, but this is not
suitable via a modem-line f course, nfs has secu-
rity implications that need to be considered if run-
ning such a system outside a secure network.

The point of all this is that there are very few re-
sources really needed on-site. Much can be moved
off-site as long as there are mechanisms available to
hook them up on demand (via scripts, cron etc.).

rn odi c¢ tion
The kernel modifications described here were not

done as part of this project, but were rather the basis
for it.  escribing them all here in detail would not



be possible, so we will only give a brief overview of
the concepts involved.

iir

To boot off the initial RAM-disk, you need to mod-
ify the standard kernel a bit. Basically, it is no more
di cult than replacing the hook in init/main.c that
points to the regular root device and make it point to
the initial RAM-disk. Using raw images this would
be all that is required to run a system, yet running
raw images is not very comfortable during develop-
ment and also quite messy to modify. Since raw im-
ages are required to tell the kernel the exact hex-
adecimal address where to jump to, raw images have
no file system hook. So, to permit the usage of stan-
dard tar.gz archives, some additional modifications
are added to create an initial minix file system on
the RAM-disk. The kernel then unpacks all it needs
into the file system.

ne problem with this is that the initial console does
not exist at the time when the kernel actually is
ready to boot up the system, because it has not been
created yet. This is solved in a very pragmatic way
by having a special device packed on the disk (called
linuxrc.tty) which is a minimalist tty, only used at
boot time.

iisa
In drivers/block/rd.c, the RAM-disks are created by
the kernel at boot time. This is where the code for
creating the minix file system on /dev/ram0 and un-
packing the root archive from tar.gz form is inserted.
This is essential because now the root image is no
longer a raw image, but simply a standard tar.gz
file, so manipulation is comfortably done. ue to
this add-on, it is possible for any Linux user to cre-
ate the modified archive files. All you need to do
is pack everything you would like to have in a tar
archive (provided you can get it on a 1.44 MB floppy)
and gzip it, then tell linuxrc to unpack it via the
”command-line options” in syslinux.cfg. The setup
script (linuxrc) can access these command-line op-
tions via /proc/cmdline, this is a quite simple way
to pass any string from the syslinux.cfg (the syslinux
configuration file on the floppy) to the running linux
system.

u ar

Masr liu

Besides the above modifications, the normal
RTLinux patches version 2. (kernel 2.2.14) were ap-
plied, with no modifications. The front-end appli-
cation interfaces are restricted in the libs available
on the Mini-RTL system and compile-time options

where introduced to reduce the size of executables.
For the standard demo-apps, no modifications were
required, but application design for a minimum sys-
tem must take the lib-restrictions into account.

FSMLabs rtlinux is based on a very small layer that
is put beneath the actual Linux kernel. It is dropped
in as a kernel patch and permits a system to utilize
all the capabilities of a regular GNU /Linux desk-top
system. Building these hard real-time capabilities as
modules allows for runtime insertion, reducing the
kernel changes to a minimum. This layer incorpo-
rates the following basic functionalities:

e interrupt interception ,no real interrupt ever
reaches Linux, all interrupts destined for a non-
rt task are flagged and passed to Linux when
no rt-task is ready to run.

e timing precession in the nano-second range
(rtl_time.o)

e scheduling of real time tasks independently of
the Linux scheduler (rtl_sched.o), rtlinux is
running a loadable scheduler beneath the non-
rt level, this give great flexibility in design and
optimization of the rt-scheduling policy.

e simple communications with the non-rt side via
rtl_printk ,rt-fifos (rtl_fifo.0) and shared mem-
ory (mbuff.0).

e process synchronization via mutex and mmap
functions (mutex.o mmap.o)

e runs Linux as its low-priority idle-task.

E ror on
MiniRTL

The following list of example real-time linux pro-
grams are available on MiniRTL- 2. Jkernel mod-
ules listed as .o , front-end programs without exten-
sions:



In addition to these examples the basic rtlinux mod-
ules are also on-disk:

More information on rtlinux, writing code and under-
standing it can be found at http://www.rtlinux.org.
The following is a brief description of some of the
examples, these show the basic real-time program
structures, interrupt service routine directly mapped
to a hardware interrupt (sound.c), single scheduler
managed real time task (hello.o) , multiple real-time
task managed by the real-time scheduler (rectan-
gle.o) and external signal triggered real-time task
(rt-rq-gen.o).

hello o

ne of the first -programs to master is "hello
world”, a simple program that will print ”hello
world” on your screen. In the real-time linux world
its not much different, this simple "real-time hello
world” will write hello world from the rt-side to the
non-rt-side of your running rtlinux box. To see the
messages hello.o is writing to you, you must call the
Linux command dmesg, which will print the kernel
messages to stdout. This is because on the real-time
side of your box you can’t directly access the con-
sole, so hello.o drops a message to the linux kernel
and that in turn prints it via printk.
hello.c close to the simples module possible,
init_-module, cleanup_-module as with all modules,
and start_routine, the actual task, which is only a
periodic rtl_printk of a message and any arguments
received. After inserting hello.o with insmod, simply
execute dmesg, and it will talk to you.

ello orl

ou iha c¢cs eaer sou o

The P -speaker is driven by a programable
timer/counter chip in your P , it will generate a
periodic signal, that can be thought of as a ”sine-
wave” or simply a periodic signal of some shape or
simply a beep. If this beep is turned on and off in
a reasonably fast and precisely timed fashion then
one can produce ”"sound”. This condition is what
makes it clear why such a speaker driver would not
properly work when executed from regular non-real-
time linux, on an unloaded box it might work more
or less, but with increasing load distortion would be-
come unacceptable.

The data used to control the ”on” or ”off” state of
the speaker is -bit mu-law encoded audio data (reg-
ular .au file). It is reduced to 1-bit and this is then
used to turn the speaker on or off , depending on
what was left of the -bit after running it through a
simple filter function.

The sound.c is a little different from other sample
programs, in that it is not scheduled and thus man-
aged by the real-time scheduler, but it is simply as-
signed as the interrupt handler of interrupt . This
is done for performance reasons, but is restricted to a
one-task situation. init module will save the M S
settings then assigned the ”sound” routine as the in-
terrupt handler for interrupt , program the M S
clock to generate interrupts at K z and then exit.



So this is basically what you would do on a S box
to run a routine as interrupt service routine directly.
This interrupt service routine then reads the data
in from the fifo and filters it from -bit to 1-bit in
filter() then sets the speaker active of deactivates it
according to the filter output. cleanup_-module will
reset the state of the M S clock , remove the fifo
and free the RT interrupt.

ih he

These programs requires that you have your
MiniRTL box connected to a second Linux P via
standard PLIP cable.

la i arallel or

rt_irq_gen.o waits for an input on the parallel port
in polling mode. This polling-task is in a busy-wait
loop until something occurred at the parallel-port, it
will ”freeze” your rtlinux box until something comes
in or it is timed out. if you remove the timeout
in rt_irq_gen.c then your rtlinux box will only stay
”alive” as long as you run the lpt_irq program on
your second linux box connecting it via a plip-cable.



this is a simple non-rt busy-wait loop waits for A K
on the parallel port ,then it will toggle pins 0-
to produce an A K. Again this runs on the second
linux box and is connected to the MiniRTL box via
PLIP-cable. if you drive the load high on the com-
puter running Ipt_irq you can see that the MiniRTL
system will time out sooner or later since the non-rt
program Ipt_irq will fail to deliver the A K in the
required timeout defined in rt_irq_gen.c.

To prevent this behavior you can use rectangle.o on



the second box, which is a rt-program that does ba-
sically the same as Ipt_irq just it does it in real-time
and thus driving the load high on the P will not
influence the behavior of the MiniRTL system. This
deterministic behavior is what its all about and this
simple example shows the difference most drastic.

eal i e Mulias i

le o

rec a

As mentioned above rectangle.c will also toggle the
parallel port, but it will do it load independent, so if
rectangle.o is running on the second P then you will
not be able to timeout rt_irq_gen.o on the MiniRTL
system. At the same time rectangle.c is an example
of simple real time multitasking. Two threads are
running, one that sets the pins 0- 7 i” and one
that set them ”Lo”.

Ac no d nt

Thanks goes to the head of the omputational Ma-
terial Science Group, Prof. r. afner, for en-
couraging this slightly off-topic work at his institute.
Further thanks to ictor odaiken of FSMLabs for
supporting this work and supplying the Internet re-
sources required to successfully run such a project.



A i1 it

MiniRTL is available from the following sites on the
Internet.

elp and support can also be found on the rtlinux
mailing list hosted at rtlinux.org, to subscribe to this
mailing list send mail to
with the line - -
in the body of the mail.
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1 M. Baraban, New Mexico Institute of Mining and
Technology

Thesis (199 ).

2 Real Time Linux ome-Page,
Jftp:/ /ftp.rtlinux.org/
The Linux router project
4 initrd-archive kernel patch

linuxrc-always kernel patch

ave inege ,
Eric B. Andersen s

avid A. Russling, The Linux Kernel,



